Steps to secure your .

Securing your Windows 10 machine doesn't have to be complicated. With a quick run-through,
you can enable some of the basic security features of the operating system -- and disable some
of the more annoying ones -- without compromising your device.

System Properties X

Computer Name  Hardware Advanced ~System Protection  Remote

‘,v Use system protection to undo unwanted system changes.

System Restore

You can undo system changes by reverting
your computer to a previous restore point.

Protection Settings

Available Drives Protection
2508 (C:) (System) off
Image off
DELL off

Configure restore settings, manage disk space, and
delete restore points.

Configure...

To create a restore point, first enable protection by
selecting a drive and clicking Configure.

Create...

Enable system restore

Gl Programs and Features - o X
« v 1 @ > Control Panel > All Control Panel ltems > Programs and Features v O Search Progi »
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
© Turn Windows features on or
off Organize ~  Uninstall = o
Name h Publisher Installed On ~ Size Version A
B Adobe Acrobat Reader DC Adobe Systems Incorporated 6/20/2019 343MB 1901220035
@ Apple Application Support (32-bit) Apple Inc. 7/2/2019 130M8 75
& Apple Application Support (64-bit) Apple Inc. 7/2/2019 146MB 7.5
2 Apple Mobile Device Support Apple Inc. 7/2/2019 318MB 122112
(&) Apple Software Update Apple Inc. 7/2/2019 270M8 230177
@ Bonjour Apple Inc. 7/2/2019 201M8 3101
| # bropbox Uninstall Dropbox, Inc. 7/2/2019 754141
@¢ditpad Lite 764 A Just Great Software 1/5/2019 136MB 764

Remove unwanted or trial-version software

Settings - 8 x

% Home General

Change priacy apins Sy i o

Learn how this setting impacts your

Let apps use advertising 1D to make ads more interesting to you privacy.

Privacy based on your app usage (turning this off will reset your ID) Learn more E

@ off
] & General (@]

Let websites provide locally reevant content by accessing my Have a question? 19}

A Location language list Gethelp —
@D on ()]

© Camera
Let Windows track app launches to improve Start and search Make Windows better G
results (W)

& Microphone Give us feedback 4
@ o

L3 Notifications ;
Show me suggested content in the Settings app

Speech, inking, & typing @ on ;

2= Accountinfo Manage my info that's stored in the cloud ;.
Privacy Statement ;

A Contacts

BB Calendar §

D Call history

= Email

Disable ad tracking shut down talkerware

Windows Defender Firewall > Customize Settings

Customize settings for each type of network
You can moify the firewall settings for each type of network that you use.
Private network settings
0 @ Tum on Windows Defender Firewall
[ Block all incoming connections, including those i the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

@ (O Tumn off Windows Defender Firewall (not recommended)

Public network settings
v (@ Tum on Windows Defender Firewall
[ 8Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Defender Firewall blocks a new app

@ (O Tum off Windows Defender Firewall (not recommended)

Enable your firewall and antivirus
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