Has this ever happened to you? You are browsing online when a pop-up ad appears on your screen
warning you that your computer is infected with dozens of viruses.

This is what you should look for:

Rogue anti-virus / spyware
programmes often generate more
“alerts” than the software made by
reputable companies.

Other signs of infection incdude
new desktop icons, new
wallpaper,or having your default
homepage redirected to another
site.

If you have been infected, your
computer may dramatically slow
down.

Another likely sign that you are

being scammed is when the name of
the antivirus software being hawked
onto you is one you do not recognise.

The easiest way to know if you have a rogue
programme installed on your system is
when you find that your homepage within
the web browser is changed.
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Anti-virus scam

Action you should take:

e

Remember that anti-virus scams
mimic the design of well-known
brands such as Grisoft AVG, Norton and
McAfee. Do not buy it because of a
pop-up ad on your browser. Go to the
actual brand’s site and buy it at your
convenience — ideally looking first at
what is out in the market.

Malware detected on your PC!

Your system may be infected with viruses!
A system scan discovered 27 critical security weaknesses. Potential consequences include
e Identity theft
Financial loss:
®  Remote hacking of your computer
®  Pop-up ads in your browser

There is no protection against viruses, spyware and other malware on your device

Install antivirus software to protect your PG now.

e

Install a pop-up blocker
and keep it turned on.

Do not download freeware or
-/ shareware, such as a torrent site,

Some scareware is difficult to close and is unless you know it is from a reputable
designed to trick you into accidentally source. Unfortunately, freeware and
starting a download. It is best to close your shareware programmes often come
browser rather than the individual pop-up bundled with spyware, adware or fake
ad. If the pop-up ad will not anti-virus programmes.

let you close the browser on your PC, try
Ctrl-Alt-Delete to shut things down (if you
are a Mac user, try Command-Option-Esc to

open the Force Quit applications window). Rescft your cur.rent security
If you cannot close your browser, do a hard settings to a higher level and
shutdown of your computer. dlear your cache.
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